
Listing 1: logisticscreate
showstringspacesshowstringspaces showstringspacesDROP DATABASE IF EXISTS members ;
showstringspacesshowstringspaces showstringspacesCREATE DATABASE members ;
showstringspacesshowstringspaces showstringspacesSHOW DATABASES;
showstringspacesshowstringspaces showstringspacesUSE members ;
showstringspacesshowstringspaces showstringspacesSELECT DATABASE( ) ;
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s member in fo rmat ion (
showstringspacesshowstringspaces showstringspacesmemberID b i g i n t uns i gned not n u l l d e f a u l t 0 ,
showstringspacesshowstringspaces showstringspacesname va r c ha r (18) not n u l l d e f a u l t ’ no name ’ ,
showstringspacesshowstringspaces showstringspacescoun t r y v a r c ha r (15) not n u l l d e f a u l t ’ no coun t r y ’ ,
showstringspacesshowstringspaces showstringspacesema i l v a r c h a r (30) not n u l l d e f a u l t ’ not known ’ ,
showstringspacesshowstringspaces showstringspacesp r imary key (memberID ) ,
showstringspacesshowstringspaces showstringspaces) eng i n e=InnoDB ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s n od e i n f o rma t i o n (
showstringspacesshowstringspaces showstringspacesnodeID b i g i n t uns i gned not n u l l d e f a u l t 0 ,
showstringspacesshowstringspaces showstringspacesname va r c ha r (18) not n u l l d e f a u l t ’ no name ’ ,
showstringspacesshowstringspaces showstringspacescoun t r y v a r c ha r (15) not n u l l d e f a u l t ’ no coun t r y ’ ,
showstringspacesshowstringspaces showstringspacesema i l v a r c h a r (30) not n u l l d e f a u l t ’ not known ’ ,
showstringspacesshowstringspaces showstringspacesp r imary key ( nodeID ) ,
showstringspacesshowstringspaces showstringspaces) eng i n e=InnoDB ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s p r i v i l e g e s i n f o r m a t i o n (
showstringspacesshowstringspaces showstringspacesp r i v i l e g e I D i n t uns i gned not n u l l d e f a u l t 0 ,
showstringspacesshowstringspaces showstringspacesp r i v i l e g e n ame va r cha r (18) not n u l l d e f a u l t ’ none ’ ,
showstringspacesshowstringspaces showstringspacesp r imary key ( p r i v i l e g e I D )
showstringspacesshowstringspaces showstringspaces) eng i n e=InnoDB ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* Junc t i on t a b l e : node=0 i s the member ’ s g l o b a l a u t h o r i z a t i o n . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s membe r au tho r i z a t i on s (
showstringspacesshowstringspaces showstringspacesc o n s t r a i n t c1 p r imary key (memberID , nodeID , p r i v i l e g e I D ) ,
showstringspacesshowstringspaces showstringspacesf o r e i g n key (memberID ) r e f e r e n c e s member in fo rmat ion (memberID ) ,
showstringspacesshowstringspaces showstringspacesf o r e i g n key ( nodeID ) r e f e r e n c e s n od e i n f o rma t i o n ( nodeID ) ,
showstringspacesshowstringspaces showstringspacesf o r e i g n key ( p r i v i l e g e I D ) r e f e r e n c e s p r i v i l e g e s i n f o r m a t i o n ( p r i v i l e g e I D ) ,
showstringspacesshowstringspaces showstringspaces) eng i n e=InnoDB ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* Crea te a t r i g g e r to update the g l o b a l a u t h o r i z a t i o n s t a b l e whenever a
showstringspacesshowstringspaces showstringspacesnode update ’ s i t s l o c a l a u t h o r i z a t i o n s . Implements the GLAD ac c e s s
showstringspacesshowstringspaces showstringspacesc o n t r o l system us i n g i t s ” s t r i c t l y c o n s e r v a t i v e ” s t r a t e g y :
showstringspacesshowstringspaces showstringspacesProcedure SC=s t r a t e g y ( F i gu r e 3 i n Castano e t a l . (1997) . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesd e l i m i t e r //
showstringspacesshowstringspaces showstringspacesc r e a t e t r i g g e r u p d a t e g l o b a l a u t h o r i z a t i o n s
showstringspacesshowstringspaces showstringspacesa f t e r update
showstringspacesshowstringspaces showstringspaceson membe r au tho r i z a t i on s
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* Count the number o f nodes . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacess e t @nmnodes = ( s e l e c t count ( nodeID ) from node i n f o rma t i o n ) ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* De l e t e o l d g l o b a l a u t h o r i z a t i o n s . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesd e l e t e from membe r au tho r i z a t i on s where nodeID = 0 ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* S e l e c t member p r i v i l e g e s t ha t were g i v en to them by a l l nodes . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesd e c l a r e g l o b a l temporary t a b l e n (
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showstringspacesshowstringspaces showstringspacesmemberID b i g i n t uns i gned not n u l l d e f a u l t 0 ,
showstringspacesshowstringspaces showstringspacesnodeID b i g i n t uns i gned not n u l l d e f a u l t 0 ,
showstringspacesshowstringspaces showstringspacesp r i v i l e g e I D i n t uns i gned not n u l l d e f a u l t 0) not l ogged ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesi n s e r t i n t o s e s s i o n . n
showstringspacesshowstringspaces showstringspacess e l e c t memberID , p r i v i l e g e I D , count (m. memberID ) as nmg i venp r i v
showstringspacesshowstringspaces showstringspacesfrom membe r au tho r i z a t i on s m
showstringspacesshowstringspaces showstringspaceshav ing nmg i venp r i v = @nmnodes
showstringspacesshowstringspaces showstringspacesgroup by memberID , p r i v i l e g e I D ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesupdate n
showstringspacesshowstringspaces showstringspacess e t nodeID = 0 ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* Rep lace the o l d g l o b a l a u t h o r i z a t i o n s t a b l e w i th t h e s e new ones . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesi n s e r t i n t o membe r au tho r i z a t i on s
showstringspacesshowstringspaces showstringspacess e l e c t * from n ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* Send an ema i l to a l l nodes warn ing them tha t the g l o b a l a u t h o r i z a t i o n s
showstringspacesshowstringspaces showstringspacest a b l e has changed . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacessystem powe r s h e l l . / upda t eema i l . ps1
showstringspacesshowstringspaces showstringspacesend//
showstringspacesshowstringspaces showstringspacesd e l i m i t e r ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* ==================== I n s e r t data i n t o da tabase ======================= */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* use t r a f f i c k e r s ; */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesl oad data i n f i l e ’ c : / p o l b i o / w t s d b f i l e s /member . dat ’
showstringspacesshowstringspaces showstringspacesr e p l a c e i n t o t a b l e member in fo rmat ion
showstringspacesshowstringspaces showstringspacesf i e l d s t e rm ina t ed by ’ ’
showstringspacesshowstringspaces showstringspaceso p t i o n a l l y e n c l o s e d by ’ ” ’
showstringspacesshowstringspaces showstringspacesl i n e s t e rm ina t ed by ’ \ r \n ’ i g n o r e 1 l i n e s
showstringspacesshowstringspaces showstringspaces(memberID , name , count ry , ema i l )
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesl oad data i n f i l e ’ c : / p o l b i o / w t s d b f i l e s /node . dat ’
showstringspacesshowstringspaces showstringspacesr e p l a c e i n t o t a b l e n od e i n f o rma t i o n
showstringspacesshowstringspaces showstringspacesf i e l d s t e rm ina t ed by ’ ’
showstringspacesshowstringspaces showstringspaceso p t i o n a l l y e n c l o s e d by ’ ” ’
showstringspacesshowstringspaces showstringspacesl i n e s t e rm ina t ed by ’ \ r \n ’ i g n o r e 1 l i n e s
showstringspacesshowstringspaces showstringspaces( nodeID , name , count ry , ema i l )
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesl oad data i n f i l e ’ c : / p o l b i o / w t s d b f i l e s / p r i v i l e g e . dat ’
showstringspacesshowstringspaces showstringspacesr e p l a c e i n t o t a b l e p r i v i l e g e s i n f o r m a t i o n
showstringspacesshowstringspaces showstringspacesf i e l d s t e rm ina t ed by ’ ’
showstringspacesshowstringspaces showstringspaceso p t i o n a l l y e n c l o s e d by ’ ” ’
showstringspacesshowstringspaces showstringspacesl i n e s t e rm ina t ed by ’ \ r \n ’ i g n o r e 1 l i n e s
showstringspacesshowstringspaces showstringspaces( p r i v i l e g e I D , p r i v i l e g e n ame )
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacess e l e c t * from member in fo rmat ion ;
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Listing 2: updateemail.ps1
showstringspacesshowstringspaces showstringspaces#
showstringspacesshowstringspaces showstringspaces# PowerShe l l s c r i p t to send an a l e r t ema i l to e v e r y node warn ing them tha t
showstringspacesshowstringspaces showstringspaces# the g l o b a l a u t h o r i z a t i o n s t a b l e has changed .
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces# Be fo r e runn ing t h i s s c r i p t , run the f o l l o w i n g PowerShe l l s c r i p t to
showstringspacesshowstringspaces showstringspaces# enc r yp t the l o g i s t i c node a dm i n i s t r a t o r ’ s password :
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces# Read=Host =AsSecu r eS t r i n g | Conver tFrom=SecureStr ing | Out=Fi le =F i l ePa t h
showstringspacesshowstringspaces showstringspaces# ”C:\ Use r s \ l o g i s t i c s r o o t n am e \Documents\PSCreden t i a l \ c r e d t e x t . t x t ”
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces# ======================================================================

showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$EmailFrom = ” l o g i s t i c s r o o t ’ s ema i l a dd r e s s ”
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$ToRec i p i en t s = ”node1 ema i l a dd r e s s ” ,
showstringspacesshowstringspaces showstringspaces”node2 ema i l a dd r e s s ” ,
showstringspacesshowstringspaces showstringspaces”node3 ema i l a dd r e s s ”
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$Ema i lSub j e c t = ” W i l d l i f e c r ime c o n f e d e r a t i o n a l e r t ”
showstringspacesshowstringspaces showstringspaces$EmailBody = ” G loba l a u t h o r i z a t i o n s have changed . ”
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$SMTPserver= ”SMTP s e r v e r ”
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$Enc r yp t edPas swo rdF i l e = ”$home\Documents\PSCreden t i a l \ c r e d t e x t . t x t ”
showstringspacesshowstringspaces showstringspaces$username=” l o g i s t i c s r o o t n am e ”
showstringspacesshowstringspaces showstringspaces$password = Get=Content =Path $Enc r yp t edPas swo rdF i l e | Conver tTo=SecureSt r ing
showstringspacesshowstringspaces showstringspaces$ c r e d e n t i a l =
showstringspacesshowstringspaces showstringspacesNew=Object System . Management . Automation . PSCr eden t i a l ( $username , $password )
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesSend=MailMessage =E r r o rAc t i o n Stop =from ”$EmailFrom” =to $ToRec i p i en t s
showstringspacesshowstringspaces showstringspaces=s u b j e c t ” $Ema i lSub j e c t ” =body ”$EmailBody” =SmtpServer ”$SMTPserver”
showstringspacesshowstringspaces showstringspaces=Attachments ”$home\Documents\PSlogs \ Er r o r Log . t x t ” =P r i o r i t y ”Normal”
showstringspacesshowstringspaces showstringspaces=C r e d e n t i a l $ c r e d e n t i a l =Port 587 =UseSs l
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Listing 3: nodecreate
showstringspacesshowstringspaces showstringspacesDROP DATABASE IF EXISTS t r a f f i c k e r s ;
showstringspacesshowstringspaces showstringspacesCREATE DATABASE t r a f f i c k e r s ;
showstringspacesshowstringspaces showstringspacesSHOW DATABASES;
showstringspacesshowstringspaces showstringspacesUSE t r a f f i c k e r s ;
showstringspacesshowstringspaces showstringspacesSELECT DATABASE( ) ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* ============ Con f ed e r a t i o n member t a b l e s . =============== */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s member in fo rmat ion (
showstringspacesshowstringspaces showstringspacesmemberID b i g i n t uns i gned not n u l l d e f a u l t 0 ,
showstringspacesshowstringspaces showstringspacesname va r c ha r (18) not n u l l d e f a u l t ’ no name ’ ,
showstringspacesshowstringspaces showstringspacescoun t r y v a r c ha r (15) not n u l l d e f a u l t ’ no coun t r y ’ ,
showstringspacesshowstringspaces showstringspacesema i l v a r c h a r (30) not n u l l d e f a u l t ’ not known ’ ,
showstringspacesshowstringspaces showstringspacesp r imary key (memberID ) ,
showstringspacesshowstringspaces showstringspaces) eng i n e=f e d e r a t e d
showstringspacesshowstringspaces showstringspacesconne c t i on= ’ mysql : // r o o t @ l o g i s t i c s :3306/members/member in fo rmat ion ’ ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s p r i v i l e g e s i n f o r m a t i o n (
showstringspacesshowstringspaces showstringspacesp r i v i l e g e I D i n t uns i gned not n u l l d e f a u l t 0 ,
showstringspacesshowstringspaces showstringspacesp r i v i l e g e n ame va r cha r (18) not n u l l d e f a u l t ’ none ’ ,
showstringspacesshowstringspaces showstringspacesp r imary key ( p r i v i l e g e I D )
showstringspacesshowstringspaces showstringspaces) eng i n e=f e d e r a t e d
showstringspacesshowstringspaces showstringspacesconne c t i on= ’ mysql : // r o o t @ l o g i s t i c s :3306/members/ p r i v i l e g e s a u t h o r i z a t i o n s ’ ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* Junc t i on t a b l e : node=0 i s the member ’ s g l o b a l a u t h o r i z a t i o n . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s membe r au tho r i z a t i on s (
showstringspacesshowstringspaces showstringspacesc o n s t r a i n t c1 p r imary key (memberID , nodeID , p r i v i l e g e I D ) ,
showstringspacesshowstringspaces showstringspacesf o r e i g n key (memberID ) r e f e r e n c e s member in fo rmat ion (memberID ) ,
showstringspacesshowstringspaces showstringspacesf o r e i g n key ( nodeID ) r e f e r e n c e s n od e i n f o rma t i o n ( nodeID ) ,
showstringspacesshowstringspaces showstringspacesf o r e i g n key ( p r i v i l e g e I D ) r e f e r e n c e s p r i v i l e g e s i n f o r m a t i o n ( p r i v i l e g e I D ) ,
showstringspacesshowstringspaces showstringspaces) eng i n e=f e d e r a t e d
showstringspacesshowstringspaces showstringspacesconne c t i on= ’ mysql : // r o o t @ l o g i s t i c s :3306/members/ membe r au tho r i z a t i on s ’ ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* =========== Cr im i n a l i n t e l l i g e n c e t a b l e s . =============== */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s p l a y e r s (
showstringspacesshowstringspaces showstringspacesp l a y e r ID b i g i n t uns i gned not n u l l d e f a u l t 0 ,
showstringspacesshowstringspaces showstringspacesname va r c ha r (18) not n u l l d e f a u l t ’ no name ’ ,
showstringspacesshowstringspaces showstringspacescoun t r y v a r c ha r (15) not n u l l d e f a u l t ’ no coun t r y ’ ,
showstringspacesshowstringspaces showstringspacesp r imary key (name)
showstringspacesshowstringspaces showstringspaces) eng i n e=InnoDB ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s l i n k s (
showstringspacesshowstringspaces showstringspacesfrom name va r cha r (30) not nu l l ,
showstringspacesshowstringspaces showstringspacesf o r e i g n key ( from name ) r e f e r e n c e s p l a y e r s ( name)
showstringspacesshowstringspaces showstringspaceson d e l e t e cascade ,
showstringspacesshowstringspaces showstringspacesto name va r c ha r (30) not n u l l ,
showstringspacesshowstringspaces showstringspacesf o r e i g n key ( to name ) r e f e r e n c e s p l a y e r s ( name)
showstringspacesshowstringspaces showstringspaceson d e l e t e cascade ,
showstringspacesshowstringspaces showstringspacese v i d e n c e t y p e va r cha r (30) not n u l l
showstringspacesshowstringspaces showstringspaces) eng i n e=InnoDB ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s phones (
showstringspacesshowstringspaces showstringspacesowner v a r c ha r (30) ,
showstringspacesshowstringspaces showstringspacesf o r e i g n key ( owner ) r e f e r e n c e s p l a y e r s ( name)
showstringspacesshowstringspaces showstringspaceson d e l e t e cascade ,
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showstringspacesshowstringspaces showstringspacesphone number i n t un s i gned not n u l l d e f a u l t 000000
showstringspacesshowstringspaces showstringspaces) eng i n e=InnoDB ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s c a r s (
showstringspacesshowstringspaces showstringspacesowner v a r c ha r (30) ,
showstringspacesshowstringspaces showstringspacesf o r e i g n key ( owner ) r e f e r e n c e s p l a y e r s ( name)
showstringspacesshowstringspaces showstringspaceson d e l e t e cascade ,
showstringspacesshowstringspaces showstringspacesreg number v a r c ha r (10) not n u l l d e f a u l t ’ ’
showstringspacesshowstringspaces showstringspaces) eng i n e=InnoDB ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s guns (
showstringspacesshowstringspaces showstringspacesowner v a r c ha r (30) ,
showstringspacesshowstringspaces showstringspacesf o r e i g n key ( owner ) r e f e r e n c e s p l a y e r s ( name)
showstringspacesshowstringspaces showstringspaceson d e l e t e cascade ,
showstringspacesshowstringspaces showstringspacesr e g i s t r a t i o n n umb e r v a r c ha r (10) not n u l l d e f a u l t ’ ’
showstringspacesshowstringspaces showstringspaces) eng i n e=InnoDB ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc r e a t e t a b l e i f not e x i s t s i d s (
showstringspacesshowstringspaces showstringspacesi d b i g i n t uns i gned not n u l l p r imary key ,
showstringspacesshowstringspaces showstringspacestaken t i n y i n t d e f a u l t 0
showstringspacesshowstringspaces showstringspaces) ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* Update i d s t a b l e w i th random ID numbers . To a s s i g n a new , random , and
showstringspacesshowstringspaces showstringspacesun ique id , s imp l y grab a random open one from the IDs t a b l e . Do t h i s
showstringspacesshowstringspaces showstringspacesby g rabb ing a s e t o f i d s and a t t empt ing to make the UPDATE with one o f
showstringspacesshowstringspaces showstringspacesthem . I f the update f a i l s , then some o th e r p r o c e s s grabbed tha t ID .
showstringspacesshowstringspaces showstringspacesThat ’ s no b i g g i e , j u s t t r y ano the r . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesd e l i m i t e r //
showstringspacesshowstringspaces showstringspacesCREATE PROCEDURE randomid ( )
showstringspacesshowstringspaces showstringspacesBEGIN
showstringspacesshowstringspaces showstringspacesDECLARE n INT DEFAULT 0 ;
showstringspacesshowstringspaces showstringspacesSELECT COUNT(* ) FROM p l a y e r s INTO n ;
showstringspacesshowstringspaces showstringspacesSET @i=0;
showstringspacesshowstringspaces showstringspacesWHILE @i<n DO
showstringspacesshowstringspaces showstringspacess e t @va l = (SELECT i d FROM i d s WHERE taken=0 LIMIT 1) ;
showstringspacesshowstringspaces showstringspacesupdate p l a y e r s s e t p l a y e r ID=@val where p l a y e r ID=0 l i m i t 1 ;
showstringspacesshowstringspaces showstringspacesUPDATE i d s SET taken=1 WHERE i d=@val AND taken=0;
showstringspacesshowstringspaces showstringspacesSET @i = @i + 1 ;
showstringspacesshowstringspaces showstringspacesEND WHILE ;
showstringspacesshowstringspaces showstringspacesEnd//
showstringspacesshowstringspaces showstringspacesd e l i m i t e r ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* Any t ime we run out o f IDs , we can gen e r a t e new ones w i th t h i s s t o r e d
showstringspacesshowstringspaces showstringspacesp rocedu r e . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesd e l i m i t e r //
showstringspacesshowstringspaces showstringspacesCREATE PROCEDURE c r e a t e i d s ( c r e a t e i d num INT)
showstringspacesshowstringspaces showstringspacesBEGIN
showstringspacesshowstringspaces showstringspacesDECLARE CONTINUE HANDLER FOR SQLSTATE ’ 42000 ’ BEGIN END;
showstringspacesshowstringspaces showstringspacesSET @i = 1 ;
showstringspacesshowstringspaces showstringspacesl oop1 : LOOP
showstringspacesshowstringspaces showstringspacesINSERT INTO i d s ( i d ) VALUES (FLOOR(1 + RAND( ) * POW(2 ,63 ) ) ) ;
showstringspacesshowstringspaces showstringspacesSET @i = @i + 1 ;
showstringspacesshowstringspaces showstringspacesIF @i > c r e a t e i d num THEN
showstringspacesshowstringspaces showstringspacesLEAVE loop1 ;
showstringspacesshowstringspaces showstringspacesEND IF ;
showstringspacesshowstringspaces showstringspacesEND LOOP loop1 ;
showstringspacesshowstringspaces showstringspacesEND//
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showstringspacesshowstringspaces showstringspacesd e l i m i t e r ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* Crea te a t r i g g e r t ha t e n s u r e s t ha t t h e r e a r e more IDs c r e a t e d when the
showstringspacesshowstringspaces showstringspacesl a s t one i s taken . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesd e l i m i t e r //
showstringspacesshowstringspaces showstringspacesCREATE TRIGGER mak e a d d i t i o n a l i d s AFTER UPDATE ON i d s
showstringspacesshowstringspaces showstringspacesFOR EACH ROW
showstringspacesshowstringspaces showstringspacesBEGIN
showstringspacesshowstringspaces showstringspacesIF (SELECT COUNT(* ) FROM i d s WHERE taken = 0) = 0 THEN
showstringspacesshowstringspaces showstringspacesCALL c r e a t e i d s (1000) ;
showstringspacesshowstringspaces showstringspacesEND IF ;
showstringspacesshowstringspaces showstringspacesEND//
showstringspacesshowstringspaces showstringspacesd e l i m i t e r ;
showstringspacesshowstringspaces showstringspacesc a l l c r e a t e i d s (100) ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesshow t a b l e s ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* ==================== I n s e r t data i n t o da tabase ======================= */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* use t r a f f i c k e r s ; */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesl oad data i n f i l e ’ c : / p o l b i o / w t s d b f i l e s / t r a f f i c k e r s . dat ’
showstringspacesshowstringspaces showstringspacesr e p l a c e i n t o t a b l e p l a y e r s
showstringspacesshowstringspaces showstringspacesf i e l d s t e rm ina t ed by ’ ’
showstringspacesshowstringspaces showstringspaceso p t i o n a l l y e n c l o s e d by ’ ” ’
showstringspacesshowstringspaces showstringspacesl i n e s t e rm ina t ed by ’ \ r \n ’ i g n o r e 1 l i n e s
showstringspacesshowstringspaces showstringspaces(name , coun t r y ) ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacess e l e c t * from p l a y e r s ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesl oad data i n f i l e ’ c : / p o l b i o / w t s d b f i l e s / o b s r v d l i n k s . dat ’
showstringspacesshowstringspaces showstringspacesr e p l a c e i n t o t a b l e l i n k s
showstringspacesshowstringspaces showstringspacesf i e l d s t e rm ina t ed by ’ ’
showstringspacesshowstringspaces showstringspaceso p t i o n a l l y e n c l o s e d by ’ ” ’
showstringspacesshowstringspaces showstringspacesl i n e s t e rm ina t ed by ’ \ r \n ’ i g n o r e 1 l i n e s
showstringspacesshowstringspaces showstringspaces( from name , to name , e v i d e n c e t y p e ) ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacess e l e c t * from member in fo rmat ion ;
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Listing 4: memberupdate
showstringspacesshowstringspaces showstringspaces/* Updates t h i s node ’ s l o c a l a u t h o r i z a t i o n s t a b l e t ha t i s s t o r e d on the
showstringspacesshowstringspaces showstringspacesl o g i s t i c s node as the ”membe r au tho r i z a t i on s ” t a b l e . Doing so t r i g g e r s
showstringspacesshowstringspaces showstringspacesthe l o g i s t i c s node to update the g l o b a l a u t h o r i z a t i o n s t a b l e
showstringspacesshowstringspaces showstringspaces( node 0 o f t h i s t a b l e ) . See the f i l e ” l o g i s t i c s g l a d . s q l ” .
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesUpdate the t a b l e by f i r s t d e l e t i n g a l l a u t h o r i z a t i o n s and then
showstringspacesshowstringspaces showstringspacesadd ing on l y tho s e a u t h o r i z e d by t h i s node . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesd e l e t e from membe r au tho r i z a t i on s
showstringspacesshowstringspaces showstringspaceswhere memberID = m22 and nodeID = 3 ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesi n s e r t i n t o membe r au tho r i z a t i on s (memberID , nodeID , p r i v i l e g e I D )
showstringspacesshowstringspaces showstringspacesv a l u e s (m22 , 3 , 1) ,
showstringspacesshowstringspaces showstringspaces(m22 , 3 , 4) ;

7



Listing 5: globalupdate
showstringspacesshowstringspaces showstringspaces/* Updates u s e r p r i v i l e g e s on a node . Th i s s c r i p t i s to be run by the
showstringspacesshowstringspaces showstringspacesnode ’ s r oo t when he/ she r e c e i v e s an a l e r t ema i l from the l o g i s t i c s
showstringspacesshowstringspaces showstringspacesnode tha t the g l o b a l a u t h o r i z a t i o n s t a b l e has changed . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* Revoke data a c c e s s p r i v i l e g e s f o r a l l u s e r s . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesDELIMITER //
showstringspacesshowstringspaces showstringspacesCREATE PROCEDURE r e v o k e p r i v s ( )
showstringspacesshowstringspaces showstringspacesBEGIN
showstringspacesshowstringspaces showstringspacesDECLARE f i n i s h e d INTEGER DEFAULT 0 ;
showstringspacesshowstringspaces showstringspacesDECLARE memberid v a r c ha r (100) DEFAULT ”” ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesDECLARE cu r r e v ok e CURSOR FOR
showstringspacesshowstringspaces showstringspacess e l e c t memberID
showstringspacesshowstringspaces showstringspacesfrom member in fo rmat ion ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesDECLARE CONTINUE HANDLER FOR NOT FOUND SET f i n i s h e d = 1 ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesOPEN cu r r e v ok e ;
showstringspacesshowstringspaces showstringspacesMainloop : LOOP
showstringspacesshowstringspaces showstringspacesFETCH cu r r e v ok e INTO memberid ;
showstringspacesshowstringspaces showstringspacesIF f i n i s h e d = 1 THEN
showstringspacesshowstringspaces showstringspacesLEAVE Mainloop ;
showstringspacesshowstringspaces showstringspacesEND IF ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesr e voke SELECT , INSERT , UPDATE, DELETE, REFERENCES , ALTER on * .* from
showstringspacesshowstringspaces showstringspacesmemberid ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesEND LOOP Mainloop ;
showstringspacesshowstringspaces showstringspacesCLOSE cu r r e v ok e ;
showstringspacesshowstringspaces showstringspacesEND//
showstringspacesshowstringspaces showstringspacesDELIMITER ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc a l l r e v o k e p r i v s ( ) ;
showstringspacesshowstringspaces showstringspacesf l u s h p r i v i l e g e s ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces/* Now, s e t each use r ’ s p r i v i l e g e s a c co r d i n g to the updated g l o b a l
showstringspacesshowstringspaces showstringspacesa u t h o r i z a t i o n s t a b l e . */
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesDELIMITER //
showstringspacesshowstringspaces showstringspacesCREATE PROCEDURE g i v e p r i v s ( )
showstringspacesshowstringspaces showstringspacesBEGIN
showstringspacesshowstringspaces showstringspacesDECLARE f i n i s h e d INTEGER DEFAULT 0 ;
showstringspacesshowstringspaces showstringspacesDECLARE memberid v a r c ha r (100) DEFAULT ”” ;
showstringspacesshowstringspaces showstringspacesDECLARE pr ivname va r c ha r (100) DEFAULT ”” ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesDECLARE cu r g i v e CURSOR FOR
showstringspacesshowstringspaces showstringspacess e l e c t g . memberID , p . p r i v i l e g e n ame
showstringspacesshowstringspaces showstringspacesfrom membe r au tho r i z a t i on s g , p r i v i l e g e s i n f o r m a t i o n p
showstringspacesshowstringspaces showstringspaceswhere g . nodeID = 0 and g . p r i v i l e g e I D = p . p r i v i l e g e I D ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesDECLARE CONTINUE HANDLER FOR NOT FOUND SET f i n i s h e d = 1 ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesOPEN cu r g i v e ;
showstringspacesshowstringspaces showstringspacesMainloop : LOOP
showstringspacesshowstringspaces showstringspacesFETCH cu r g i v e INTO memberid , pr ivname ;
showstringspacesshowstringspaces showstringspacesIF f i n i s h e d = 1 THEN
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showstringspacesshowstringspaces showstringspacesLEAVE Mainloop ;
showstringspacesshowstringspaces showstringspacesEND IF ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesg r an t pr ivname on * .* to memberid ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesEND LOOP Mainloop ;
showstringspacesshowstringspaces showstringspacesCLOSE c u r g i v e ;
showstringspacesshowstringspaces showstringspacesEND//
showstringspacesshowstringspaces showstringspacesDELIMITER ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesc a l l g i v e p r i v s ( ) ;
showstringspacesshowstringspaces showstringspacesf l u s h p r i v i l e g e s ;
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Listing 6: fedquery.ps1
showstringspacesshowstringspaces showstringspaces# Submits a query to a l l c o n f e d e r a t i o n nodes .
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesparam ( $que r y f i l e n ame )
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces# User c r e d e n t i a l s a r e the same f o r a l l nodes .
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$u s e r = ’ username ’
showstringspacesshowstringspaces showstringspaces$pass = ’ password ’
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces# De f i n e c o n f e d e r a t i o n node URLs .
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$nodeURL = @(
showstringspacesshowstringspaces showstringspaces’ 123 .0 ’
showstringspacesshowstringspaces showstringspaces’ 123 .1 ’
showstringspacesshowstringspaces showstringspaces)
showstringspacesshowstringspaces showstringspaces$nmnodes = $nodeURL . l e n g t h
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces# Names o f g e n e r i c t a b l e s used by nodes . I ndex 0 on the f i r s t d imens ion
showstringspacesshowstringspaces showstringspaces# i s the g e n e r i c name .
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$nmtab les = 2
showstringspacesshowstringspaces showstringspaces$ tab lename = New=Object ’ s t r i n g [ , ] ’ ( $nmnodes + 1) , $nmtab les
showstringspacesshowstringspaces showstringspaces$ tab lename [ 0 , 0 ] = ’ p l a y e r s ’
showstringspacesshowstringspaces showstringspaces$ tab lename [ 1 , 0 ] = ’ s u s p e c t ’
showstringspacesshowstringspaces showstringspaces$ tab lename [ 2 , 0 ] = ’ pe r son ’
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$ tab lename [ 0 , 1 ] = ’ guns ’
showstringspacesshowstringspaces showstringspaces$ tab lename [ 1 , 1 ] = ’ weapon ’
showstringspacesshowstringspaces showstringspaces$ tab lename [ 2 , 1 ] = ’ f i r e a rm ’
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces# Names o f g e n e r i c columns used by nodes .
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$nmcolumns = 2
showstringspacesshowstringspaces showstringspaces$columnname = New=Object ’ s t r i n g [ , ] ’ ( $nmnodes + 1) , $nmcolumns
showstringspacesshowstringspaces showstringspaces$columnname [ 0 , 0 ] = ’ f i r s t n ame ’
showstringspacesshowstringspaces showstringspaces$columnname [ 1 , 0 ] = ’ f i r s t ’
showstringspacesshowstringspaces showstringspaces$columnname [ 2 , 0 ] = ’ givenname ’
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$columnname [ 0 , 1 ] = ’ la s tname ’
showstringspacesshowstringspaces showstringspaces$columnname [ 1 , 1 ] = ’ l a s t ’
showstringspacesshowstringspaces showstringspaces$columnname [ 2 , 1 ] = ’ surname ’
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces# ================================================================

showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesf u n c t i o n Main {
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$query = get=content ( $que r y f i l e n ame )
showstringspacesshowstringspaces showstringspaces$query
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces# Loop ove r nodes .
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesf o r ( $ i =0; $ i = l t $nodeURL . l e n g t h ; $ i++) {
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces# Rep lace g e n e r i c t a b l e and column names wi th tho s e used by t h i s node .
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$nodequery = $query
showstringspacesshowstringspaces showstringspaces
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showstringspacesshowstringspaces showstringspaces# Sub s t i t u t e node t a b l e and column names f o r the g e n e r i c ones .
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces$cnode = $ i + 1
showstringspacesshowstringspaces showstringspacesf o r ( $ j =0; $ j = l t $nmtab les ; $ j++) {
showstringspacesshowstringspaces showstringspaces$nodequery = $nodequery =r e p l a c e $ tab lename [ 0 , $ j ] , ‘
showstringspacesshowstringspaces showstringspaces$ tab lename [ $cnode , $ j ]
showstringspacesshowstringspaces showstringspaces}
showstringspacesshowstringspaces showstringspacesf o r ( $ j =0; $ j = l t $nmcolumns ; $ j++) {
showstringspacesshowstringspaces showstringspaces$nodequery = $nodequery =r e p l a c e $columnname [ 0 , $ j ] , ‘
showstringspacesshowstringspaces showstringspaces$columnname [ $cnode , $ j ]
showstringspacesshowstringspaces showstringspaces}
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces# Look up t h i s node ’ s URL and submit the remote SQL query .
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces<# Sta r t=Proce s s ” . / mysql =h$ ( $nodeURL [ $ i ] ) =u$ ( $u s e r ) =p$ ( $pass ) ” ‘
showstringspacesshowstringspaces showstringspaces=Red i r e c t S t a nda r d I n pu t $nodequery ‘
showstringspacesshowstringspaces showstringspaces=Red i r e c tS tanda rdOutput ” ./ temp . t x t ” ‘
showstringspacesshowstringspaces showstringspaces=NoNewWindow =Wait
showstringspacesshowstringspaces showstringspaces#>
showstringspacesshowstringspaces showstringspaces# Write output to s t dou t .
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces# $Resu l t = Get=Content ” ./ temp . t x t ”
showstringspacesshowstringspaces showstringspaces$ i
showstringspacesshowstringspaces showstringspaces$nodequery
showstringspacesshowstringspaces showstringspaces}
showstringspacesshowstringspaces showstringspaces}
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspaces. Main
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Listing 7: example query
showstringspacesshowstringspaces showstringspaces/* Submit t h i s que ry to the c on f e d e r a t i o n ’ s da tabase through the
showstringspacesshowstringspaces showstringspacesp owe r s h e l l program w r i t t e n f o r t h i s purpose wi th the command :
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesp owe r s h e l l . / f e dque r y . ps1 examp le que ry . s q l > q u e r y r e s u l t . t x t
showstringspacesshowstringspaces showstringspaces*/
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacesuse t r a f f i c k e r s ;
showstringspacesshowstringspaces showstringspaces
showstringspacesshowstringspaces showstringspacess e l e c t p1 . p l a ye r ID , p2 . p l a y e r ID
showstringspacesshowstringspaces showstringspacesfrom p l a y e r s p1 , p l a y e r s p2 , l i n k s l
showstringspacesshowstringspaces showstringspaceswhere p1 . name = l . from name and p2 . name = l . to name ;
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